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 By definition, a blockchain is a continuously growing chain of blocks, each of 
which contains a cryptographic hash of the previous block, a time-stamp, and its 
conveyed data.  
 

 Due to the existence of the cryptographic hash, the data stored in a blockchain are 
inherently strong to modification. 
 

 Maintenance of peer-to-peer (P2P) ledgers for cryptocurrencies has become the 
first application of blockchain.  
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 Thousands of cryptographic tokens, or coins, were delivered to the public market, 
after the huge leap in market cap of Bitcoin.  
 

 Due to the lack of legal regulation, a large number of scams also brought bad 
reputations to blockchain technology.  
 

 this paper surveys the state-of-the-art of blockchain technology and introduces 
decentralized Applications(dApps), which is a novel form of the blockchain-
empowered software system. 
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A. PREHISTORY 

  

 

 

 

 

 The blockchain concept, the fundamental form of public ledger, was first 
introduced for time-stamped digital documents in 1991.  
 

 Was incorporated into the cryptographically secured chain by allowing several 
documents to be collected into one block, which improves the system efficiency 
and reliability.  
 

 Such a ledger implemented with a chain of blocks is still a centralized database, 
which relies on the maintenance of a trusted third party financial institute. 
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 Thanks to the hash-linking feature of the blockchain, each coin in the ledger can 
be traced back to the first record when it was created.  
 

 Therefore, forgery on a non-existing coin is impossible in a public decentralized 
ledger. However, different from a physical coin, a digital coin can be easily 
replicated by duplicating the data.  
 

 If a dishonest use of the public ledger is capable of performing a Sybil attack, the 
coins that the user double-spends will be legalized by the majority of parties, 
which diminishes user trust as well as the circulation and retention of the currency.  
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FIGURE 1. Key elements of blockchain systems. 
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B. DECENTRALIZED SMART CONTRACT 

  

 

 

 

 

 In order to add more values to the blockchain ecosystem, Ethereum [10] is 
designed to be a platform to facilitate decentralized smart contracts via Ether, its 
own currency vehicle.  
 

 Smart contract [11] refers to the idea that legal contracts can be notarized and 
executed automatically. Equipped with Solidity [12], a Turing-complete 
programming language, Ethereum developers are able to implement a series of 
smart contracts, which are executable programs written into blocks. 
 

 Therefore, publishing a smart contract creates a set of public trusted functionality 
for public users.  
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 Current blockchain-based applications are still limited to utilizing smart contract 
for core data and functionality that should be resistant to modifications.  
 

 An ideal blockchain application or service should be operable without any human 
intervention, which forms a Decentralized Autonomous Organization (DAO) [13].   
 

 DAO is an organization that is run through rules encoded as smart con- tracts 
running on the blockchain. Due to its autonomous and automatic nature, a DAO’s 
cost and profit are shared by all participants by simply recording all activities into 
the blocks.  



C. DECENTRALIZED APPLICATIONS 

  

 

 

 

 

 Open Source: Due to the trusted nature of blockchain, dApps need to make their 
codes open source, so that audits from third parties become possible. 
 

 Internal Cryptocurrency Support: Internal currency is the vehicle that runs the 
ecosystem for a particular dApp. With tokens, it is feasible for a dApp to quantify 
all credits and transactions among participants of the system, including content 
providers and consumers. 
 

 Decentralized Consensus: The consensus among decen- tralized nodes is the 
foundation of transparency. 
 

 No Central Point of Failure: A fully decentralized sys- tem should have no central 
point of failure since all com- ponents of the applications will be hosted and 
executed in the blockchain. 



IV. STATE-OF-THE-ART DAPPS 
A. GAMES 

  

 

 

 

 

 As one of the most successful blockchain games and even a milestone in the 
development of Ethereum, CryptoKitties may be the most well-known 
blockchain game nowadays.  
 

 In CryptoKitties, players can buy, sell, and breed cats by using a smart contract 
on the Ethereum Blockchain.  
 

 Blockchain-based games benefit from the features of non-fungible tokens and 
system transparency.  
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C. INTERNET OF THINGS 

  

 

 

 

 

1) SMART HARDWARE 
• Automation is a key concept in IoT applications.  

 
• Smart hardware that connects to the network should be able to perform 

predefined actions without human intervention. This requires- ment perfectly 
fits the nature of smart contracts running on blockchains.  
 

• With transparent and immutable smart contracts, multiple parties in an IoT 
platform can establish trustful relationships without complicated 
conversations and regulations.  
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2) SUPPLY CHAIN 
• In the blockchain era, the integration of smart contracts with supply chains 

will further optimize the systems.  
 

• Multiple levels of suppliers, manufacturers, service providers, distributors, 
and retailers make record-keeping and communications inefficient.  
 

• IoT and smart contracts can simplify the whole procedure by coordinating 
sensory data, documentation, and transparency to regulations. 



V. DESIRABLE CHARACTERISTICS OF DAPPS 
A. BETTER PERFORMANCE 

  

 

 

 

 

1) LOW LATENCY 
• Long transaction delay has been a critical issue since the birth of Bitcoin.  

 
• Since the average time for the Bitcoin nodes to mine a block is 10 minutes, 

the average transaction confirmation time is around an hour.  
 

• In fact, longer delays frustrate users and make dApps less competitive with 
existing non-blockchain alternatives.  



V. DESIRABLE CHARACTERISTICS OF DAPPS 
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2) HIGH THROUGHPUT 
• Modern web-based systems, e.g., social networks, massive multi-player 

online games, online shopping malls, require the blockchain platform to 
support millions of active users on a daily basis.  
 

• Therefore, the capability of handling a large amount of concurrent traffic is 
critical in a dApp platform.  
 

• However, current blockchain platforms still suffer from throughput 
bottlenecks.  
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3) FAST SEQUENTIAL PERFORMANCE 
• In system designs, dependencies among software components or logical 

steps restrict the execution of an application.  
 

• Some procedures in certain applications, such as updates on one particular 
piece of data, cannot be implemented in parallel, due to the sequential 
dependent on the results produced by previous steps.  
 

• In blockchain systems, the sequential performance of a dApp is determined 
by the response delays from all nodes in the network, since all 
transactions/operations should be executed and verified by all nodes to reach 
a consensus..  
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 As one of the most successful blockchain games and even a milestone in the 
development of Ethereum, CryptoKitties may be the most well-known 
blockchain game nowadays.  
 

 In CryptoKitties, players can buy, sell, and breed cats by using a smart contract 
on the Ethereum Blockchain.  
 

 Blockchain-based games benefit from the features of non-fungible tokens and 
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 Blockchain systems leverage cryptography technologies, P2P networking and 
consensus models to provide infrastructures for decentralized applications.  
 

 We have presented the application scenarios of dApps, which in our opinion is 
the subject matter of future blockchains.  
 

 We have discussed the desirable characteristics of dApps and recent directions in 
blockchain development, including payment channels, novel consensus models 
and non-public blockchains.  
 

 We believe that networked computing systems are on the edge of a new era of 
the decentralized ecosystem, which will eventually lead to the next-generation 
Internet services.. 
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